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1. MACIIOPT PABOYEH ITPOI' PAMMBI HMPOPECCHOHAJBHOT'O MOAYJIA
IIM.04. BBINOJIHEHUE PABOT ITIO OJHOU NJIN HECKOJIBKUM NPO®ECCUAM
PABOYHX, JOJKHOCTAM CIOYKALNIUX

1.1. ObJacTb NpUMeHeHHUsI MPOrPAMMbI

Pabouasi mporpamma npodeccruoHaapHOro MoAyis (manmee mporpamma IIM) — sBIsieTCSl 4acThbEO
OCHOBHOI mpodeccuoHanbHOl oOpa3oBarenbHO TporpamMmbl B cootrBerctBun ¢ ®I'OC CIIO
09.02.06 CereBoe u CHUCTEMHOE aJMUHUCTPUPOBaHME B 4YaCTH OCBOEHHS OCHOBHOIO BHJA
npodeccnonanbHol nesirensHocTH (BITM):

BeimonHeHne padoT Mo OAHON WM HECKOJBKUM MpodeccusM pabounx, HODKHOCTAM CITy’KalluX
Bumonnenue pabom no npogeccuu 06.026 Cucmemuviii aOMUHUCMIPAMOP. UHDOPMAYUOHHO-
KOMMYHUKayuonnelx cucmem wu coorBercTByrommx obmux (OK) wu  npodeccnonambHbIX
komneTeHuwmii (I1K):

OK 01. BeiOupats criocoOsI perneHus 3a1a4 npodecCHOHANBHON AEATENbHOCTH IPUMEHUTENBHO K
Pa3JIMYHBIM KOHTEKCTaM,;

OK 02. VMcnonp30BaTh COBPEMEHHBIE CPENCTBA TOMCKA, AHAIN3a U MHTEPIPETAuy HHPOPMALIH, U
UH(POPMALMOHHBIE TEXHOJOTHH IJIs1 BBITOJHEHHA 337a4 PO eCCHOHATIBHON NesITeTbHOCTH,

OK 03. IInannpoBath U pean30BbIBATE COOCTBEHHOE MPOPECCUOHATBHOE U IMUHOCTHOE PA3BUTHE,
NPEANPUHUMATENBCKYIO JEATENbHOCTh B NPO(decCHOHANbHON cdepe, HCMoNb30BaTh 3HAHHUSA I10
NpaBOBON M (PMHAHCOBOM MPAMOTHOCTH B PA3JIMYHbBIX KU3HEHHBIX CHTYaLIUsX;

OK 04. DddexTuBHO B3auMonelcTBOBATh 1 paboOTaTh B KOJJIEKTHUBE H KOMAH/IE,

OK 05. OcyuiecTBisTh YCTHYIO M NHCbMEHHYIO KOMMYHHUKALUIO Ha TOCYAapCTBEHHOM SI3bIKE
Poccuiickoit @enepaunu ¢ yueToM 0COOEHHOCTEH COLMAIBHOTO U KYJbTYPHOTO KOHTEKCTA,

OK 06. IlposBisarh rpakgaHCKO-MAaTPUOTUYECKYIO TO3UIMIO, I€MOHCTPUPOBATh OCO3HAHHOE
MOBEJIeHHe Ha OCHOBE TPAaJWLIMOHHBIX POCCUNMCKHMX AYXOBHO-HPABCTBEHHBIX LEHHOCTEH, B TOM
YHClle C YUYEeTOM rapMOHHU3aLUU MEXHAIIMOHATIbHBIX U MEKPENUTHO3HbIX OTHOLIEHUH, NPUMEHATh
CTaH[apThl AHTUKOPPYILIMOHHOI'O TIOBEJIEHUS;

OK 07. CopeiicTBOBaTh COXpPAaHEHUIO OKPYXKAIOIIEH Cpenbl, PecypcoCcOepeKeHUI0, MPUMEHSTh
3HaHUS 00 W3MEHEHUHM KJIUMaTa, NPUHOMIB OEepekIMBOrO MPOM3BOACTBA, IPPEKTHBHO
NEHCTBOBATDH B UPE3BbIYANHBIX CUTYALUSX;

OK 08. Hcnonb3oBaThk cpeacTsa PU3NUECKON KyJIbTYPbI [UIsI COXPAHEHUS H YKPEIUICHUS 3J0OPOBbSI
B mpouecce MpopeCCHOHAIPHON JEATENBHOCTH M MOAAEPKaHUs HEOOXOAMMOTO ypPOBHS
(u3nIeCKOll MOATrOTOBIEHHOCTH;

OK 09. ITonmp3oBarbest MPohecCHOHANBHON JOKYMEHTALMEeH Ha TOCYAapCTBEHHOM W MHOCTPAHHOM
SI3bIKAX;

IK.P.4.1. BrmonHeHue padOT TO BBISIBJICHHIO W YCTPAHEHUIO THIMYHBIX HWHIMIEHTOB
UH(POPMALMOHHO-KOMMYHUKALIHOHHBIX CUCTEM;

IK.P.4.2. BeimonHerne paboOT MO YIPaBICHUIO CTAHAAPTHBIMH M3MEHEHHSIMH B TEXHUYECKUX U
MPOTPAMMHBIX CPENCTBAX HH(POPMALNOHHO-KOMMYHHUKALMOHHBIX CHCTEM 110 HHCTPYKLHH.

1.2. Hean u 3aga4u MoayJisi — TPeOOBAHHS K Pe3yJIbTATAM OCBOEHHSI MOXYJIAA
C uenpro OBNAACHUS YKa3aHHBIM BUIOM MPOQPECCHOHATBHON AESITEIPHOCTH U COOTBETCTBYIOIIUMHU
npo¢eCCHOHATBHBIMI KOMITETCHLUSIMU OOYYarOIUICS B XOI€ OCBOEHHsS NPO(PeCcCHOHATBHOTO
MOZYJIs TOJDKEH:
HMeTb MPAKTHYECKUH OMNbIT:
MOHTAa’Ka, SKCIUTyaTaluu B 00CIy KHBaHUS JIOKAIBbHBIX KOMITBIOTEPHBIX CeTel
yMeThb:

®  OCYIIECTBJISITh MOHTaX KaOENbHOW ceTH M OOOpYAOBaHUS JIOKAJBHBIX CETeH pa3iInIHON
TOIOJIOTUH,

®  OCYIIECTBJISITh MOHTaXX OECIPOBOIHON CeTH U 000PYIOBAHMS JIOKAJBHBIX CETEH Pa3InIHON
TOIOJIOTUH,

®  OCYIIECTBJIATH IMATHOCTHKY PaOOTHI JIOKAJIBbHOM CETH;



® TMOIKJIOYATh cepBepa, paboune CTaHLMH, NMPUHTEPBl U APYroe cereBoe 0OOpyAOBaHHE K
JIOKAJbHOM CETH,

®  BBINOJHATH PaOOTHI MO 3KCILTYATAIIH U OOCIYKHBAHHUIO CETEBOrO O0OPYAOBAHUS,

e obecneunBarh padOTy CUCTEMBI PETUCTPALIMH U ABTOPHU3ALNH MOJIb30BATENEH CETH;

®  OCYLIECTBJISITh CUCTEMHOE aIMUHUCTPUPOBAHNE JIOKAJIbHBIX CEeTEH;

®  BECTU OTUETHYIO U TEXHUYECKYIO JOKYMEHTALUIO
3HATh:

e o0mme cBeAEHUS O JIOKAJIbHBIX KOMIBIOTEPHBIX CETSIX, MUX HA3HAYeHWH U 00JacTu
HCIIOJIb30BaHUS,;

® TOMOJIOTMIO JIOKAJbHBIX ceTell, (U3HUECKYl0 CTPYKTYpy, CHOCOOBI COEAMHEHUs
KOMITBIOTEPOB B CETh, BUIbI HHTEP(ECcOoB, Kabeel 1 KOHHEKTOPOB;

®  BHUIBl MHCTPYMEHTOB, HCHOJb3YEMBIX JUII MOHTa)ka M JUATHOCTUKU KaOeNbHBIX CHCTEM
KOMITBIOTEPHBIX CETeH,

®  COCTaB almnapaTHbIX PECYPCOB JIOKAJIbHBIX CETeH; BUIbl AKTHUBHOIO U MACCUBHOI'O CETEBOTO
00OPYIOBaHUSI;, IOTHYECKYIO OPTaHU3ALHIO CETH,

® T[IPOTOKOJBl I[€pelauyd [aHHbIX B JIOKAJbHBIX KOMIIBIOTEPHBIX CETSAX, MPOrPaMMHOE
o0ecriedeHne IJIs TOCTYTA K JIOKaJbHOH CeTH;

e mporpamMMmHOe obecrieueHue Uit MOHUTOPUHTA U YIIPABJIEHHs! JIOKAJIbHON CETHIO.

1.3. KosimuecTBO 4acoB Ha 0CBOEHHE MPOrPaMMbI MPO(PeCCHOHATIBLHOT0 MOIYJIsI:
BCEro 4acoB: 366, BKIIIOYAs:

MJIK 04.01 — 180 4vacos,

yueOHast 72 4yaca 1 mpou3BoACTBeHHAs 108 4acoB MPaKTUKH,

9K3aMeH KBATH()HKALUOHHBIN — 6 4acoB.



2. CTPYKTYPA U COAEPKAHUE INIPOPECCUHOHAJIBHOI'O MOAYJIsA
2.1. TemaTyeckui njaH npo¢gecCHOHAJIBLHOI0 MOAYJIsA

Konp1 HanmeHoBaHus pa3aesion Bcero 1acos O01Bem BpemMeHn, OTBEACHHBIN Ha Ilpaxmuxa
npodeccHoHATLH npoecCHOHATILHOTO MOTY.IsI OCBOCHNE MEKTHCIUIITHAPHOTO Kypca
bIX KOMIIET CHITHIT (RypcoB)
AynuropHas ydeoHas | BueaymuropHas YueoHas, Ilpouszeoocmeenn
padora o0y4qaromerocsi | (caMoCTOSTEIbH JacoB as,
(o0s13aTesbHBIC ast) yueOHast 4acos
yueOHbIE 3AHATHS) padora (ecnu
Bcero, BT.Y4 00y1aromerocsi, npeoycMompena
4acoB | maGoparopH 4acoB paccpedomoueHH
b€ padoThI 1 as npakmuxa)
NMPAKTHYECK
ue 3aHATHS,
4acoB
1 2 3 4 5 6 7 8
NK.P.4.1 4.2 MJK 04.01. BemoJinenne pagor
OK 01-OK 09 0 0/JHOI HJIM HECKOJILKIM 180 171 30 9
npodeccusiv padounx,
JO/LKHOCTSIM CITY-KAIIIX
IK.P.4.1 4.2 YuedHast IPaKTHKA 7 7
OK 01-OK 09
IK.P.4.1 4.2 IIpon3BoacTBEHHAS IPAKTHKA 108 108
OK 01-OK 09
IK.P.4.1 4.2 IK3aMeH KBATHPUKATTHOHHBIH 6
OK 01-OK 09
Beezo: 366 180 | 80 | 9 72 108




3.2. Coaep:kanue 00y4eHus no npohecCHOHATbLHOMY MOIYJII0

HaumenoBanue pasjie/ion Coaep:xxkanne y4e0HOT0 MATEPHAJIA, JTA00PATOPHBIE PA0OTHI H IPAKTHYECKHIE 3AHATHS, BHCAYTHTOPHAS O0nem
npoPecCHOHATLHOTO MOTYJIA (camocTosiTeILHAS) YUeOHAs PadoTa 00yJaoNmuxcs, KypcoBasi padora (mpoexr) JaCcoB
(IIM), MeRTUCTHTLTITHAPHBIX
KypcoB (MJAK) n rem
1 2 3
MAK.04.01 Bomosmenue pagot no npodeccnn 06.026 CucreMublii aIMUHICTPATOP MHPOPMATTHMOHHO-KOMMYHNKAIMMOHHBIX CHCTEM
Paznen 1. OcHOBBI JIORAILHBII ceTeli 10
Tema 1.1. IBomonust Coaep:xanne 2
RKOMIILIOTCPHBIX cereil 1. BruucmrebHAA TEXHHKA H TCICKOMMY HUKAITUH
Cuctembl makeTHOH 00padOTKH
MHOTOTEPMHHATBHBIC CHCTEMBI — MPOOOPa3 CETH
[Nepsbie T00aNBHBIC CETH
IlepBsic TOKANBHBIE CETH
COMIKCHUE JIOKATHHBIX U TJI00ATBHBIX CCTCH
KOHBepFeHL[I/I}I KOMITBIOTCPHBIX U TCICKOMMY HUKAITHOHHBIX ceTeH
HHTEpHET KaK (PAKTOP Pa3BUTHS CETCBBIX TEXHOIOTHI
Tema 1.2. Knaccupuranus cereii. | Coaep:ranue 2
Tomnosorns JOKAJILHOM ceTn 1. | Knaccuduranus ceret mo criocody opraHu3anuy, KIacCH()HKAIIA 0 TEPPUTOPUATIBHON HAIIPABICHHOCTH,
KJIacCU(pUKALHA CETCH MO MPHHAICKHOCTH, Kaaccuukanms coeauacHus [1K B ceTs (TONoI0THs), KIACCU(PUKALHS TIO
opranm3anuu B3auMoaeucTeus [TK
CerteBast TOMOJIOTHS - (PU3MUCCKAS, TOTHUCCKAS, HH()OPMANUOHHASL, YIIPABICHUS 0OMECHOM
Tema 1.3. Odopmnenue, Coaep:xanne 2
3aM0/IHEHHE OTYETHOI 1. | Cxema mpoknaaku kabensHsIx Tpace (JIBC, BOJIC);,
JAOKYMEHT AIMH CxeM pacnonoskeHHA U COCTaBa PabOUUX MECT;
CxeMa pacnoaoxeHusa 000pyA0BaAHHA U IPOBOJOK;
Tabnuna xabenpHbIX coenuneHuit (KabenbHblif )KypHam),
CxeMa MOHTa)Ka M Pa3MEIICHUA 000PYAOBAaHHUA B KOMMYTALIMOHHBIX IKa(ax H MOMCIICHIAX,
CrpykrypHas cxema CKC, oTpakaromas KOMMY TaI[HEO IOPTOB U KPOCCOBOTO 000PYIOBAHHUS,
ITporokona recrupoBanust CKC (mo TpeboBanmo 3akazunka, 1 nposeacHus ceprudurammu CKC);
Tema 1.4. CocraBjieHne KapTbl Ipakrnueckue 3aHsITUs 4
cern JInnes 1. Co3maHue KapThl CETH JOOABICHUE CETEBBIX YCTPOUCTB (71 OOJIETYEHHS MOUCKA HCIIOJIb3YETCSI CKAHUPOBAHUE CCTH),
PHUCOBAHUC JTHHUH-CBA3ECH MEX/Yy YCTPOHCTBAMHE, PUCOBAHUE 001acTeH A1 00BETHHEHIS YCTPOHCTB B TPYIIIIBL.
Hcnonp30BaHuC THHUH, 00JACTCH.
BueayanTopHas (caMOCTOATEILHAS) YaeOHAs padoTa npu m3y'eHnn paszaena 1
TeMaTHka caMOCTOATEILHLIX 3anaHm71
Cucremarmyeckas MpopadboTKa KOHCIIEKTOB 3aHATHH, YICOHOH 1 CIICIMAIBHOM TEXHIYIESCKOHW JTUTEPATYPHI C IISIBIO BBITOIHEHIS 3a1aHIH IIPEIOJaBaTEs. 1
IoAroToBKA K Ta0OPATOPHBIM H MPAKTHYSCKHM Pa00TaM C HCIIOJIb30BAHHEM METOAHYCCKHX PEKOMCHAAIMI MPENoAaBaTe N, MOATOTOBKA K HX 3aLIHTE.
Pazaen 2. KomMyTranmsi KaHAJIOB M IIAKETOB 6
Tema 2.1. Kommyranust makeros | Cogep:kanme 4

1.

DIeMEHTapHBIN KaHAI
CocrasHoii kKaHan




HesddexrnBHOCTS MIEpeaun my IbCHPYIOIIETo Tpaduka
By(epuzanus makeros

JeitrarpaMMHas niepegada

[lepenaua 0 yCTaHOBJICHHEM JJOTHYECCKOTO COCTUHCHHUS
[epenaua 0 yCTAaHOBJICHHEM BHPTYAJBHOTO KAaHANA

Tema 2.2. CpaBHenue cereii ¢ IIpakTnyecKkue 3aHATHS
KOMMYTAIHEH MAKETOB H I. TpaHCHOPTHAS AHATIOTHA A CeTel C KOMMYTaluel MakeTOB U KAHATIOB
KAHAJIOB. KonmaecTBeHHOE CpABHEHHE 3aIEPKEK

Ethermet — mpuMep CTaHTAPTHOM TCXHOJOTHH C KOMMYTAIIHCH MAKCTOB

BueayanTopHas (CaMOCTOATEIHLHAS) YIeOHAS PA00Ta NPH H3YIEHUN pPas3aesia 2

TeMaTHKA JOMAITHUX 3a1aHAI
Cucremarnueckast mpopadboTKa KOHCIIEKTOB 3aHATHH, YICOHOH U CrieIMaNbHON TEXHHYCCKOM TUTEPATyPHI C IEIBIO BBIMTOJHECHHS 3aAaHIHA TPEIIOJABATENS.
[ToaroToBKa K JIAOOPATOPHEIM M MPAKTHYSCKAM PAdOTaM C HCIOJIb30BAHHEM METOAMUYCCKUX PEKOMEHAAIMHI MPENOAABaTE s, MOATOTOBKA K HX 3aIlUTE.
Hanucanue pedeparoB mo remam: « Kommyranus makeros», «KoMMmyTanus KaHaJI0B)

Paznen 3. ApXUTEKTYPA, CTAHIAPTU3AIHAS CeTell

Tema 3.1. Mogean OSI Coaep:xanne

<o

I. | Obwas xapakrepuctuka mogenu OS]
Ousnyeckuil ypoBCHb

KananpHe1if ypoBeHb

CereBoi ypOBEHb

TpaHCTIOPTHBIN YPOBCHB

CeancoBbIif YPOBCHB

YPOBEHB MPEACTABICHUS

IIpuxnagHOil ypOBEHb

Mogems OSI u ceTn ¢ KOMMyTalHeH KAHAJIOB

2. IToHATHE OTKPBITOM CHCTEMBI
HcTounuku crangapTos
Crangapruzanmsa UHTEpHETA

Cranpapret [IEEE
Tema 3.3. Cranpapruzamust IIpakTnuecKkne 3aHATHS
MPOTOKOJIOB I. | CranmapTHbIC CTEKH KOMMYHHKAILIHOHHBIX MIPOTOKOIOB
CoOTBETCTBHE MOMYIAPHBIX CTCKOB MPOTOK0J10B Moaenu OS]
IETF, RFC

BueayanTopHas (CaMOCTOATEILHAS) VieOHAs padoTa npu H3yveHnn pasiesia 3

TeMaTHKA JOMAIIHAX 3aAHII
Cucremarnyeckas MpopadboTKAa KOHCIIEKTOB 3aHATHH, YUCOHOH 1 CIICIMANbHON TEXHHYECKOM TUTEPaTypHl C IIENIBIO BBITOJHEHHS 3aaHIH IIPEOJaBaTeNs.
[ToaroToBKa K 1a00PaTOPHEIM U MPAKTHICCKAM PadOTaM C HCIIOJIb30BAHHEM METOAMYCCKUX PEKOMEHIAIMH MPENOAaBaTeLs], OATOTOBKA K HX 3aIlUTE.
Hanucanune pedeparos mo temam: «Pu3nyeckuid ypoBeHb», «KaHanbHBIN ypoBeHB», «CeTeBOH YPOBEHDY, «CEaHCOBBIA YPOBECHBY, «YPOBEHD IPEICTABICHU?,
«[IpuxnagHoil ypoBeHbY, « TpaHCTIOPTHBIN YPOBEHDBY,

Paznen 4. CereBble XapaKkTepHCTHKH

Tema 4.1. THNBI CETEBBIX Conep:xanne

XAPAKTEPUCTUK I CyOBCKTHBHBIC OLICHKH KAYCCTBA
Mpom3BoMTEIHLHOCTE KonmiecTBCHHBIC XapaKTCPHCTHKH H TPCOOBAHUS




Bpemennag mxana

Cornamenue 00 YpoBHE 00CTy KHBAHHUSA
WneanpHas ceTs

CrarucTuyeckue OLCHKH XAPAKTCPUCTHK CCTH
AKTHUBHBIE H IIACCUBHBIE HU3MCPCHHUA B CCTH.
XapaKkTepUCTUKH 3aICPKEK U MOTEPh MAKETOB
XapaKkTePUCTHKH CKOPOCTH NEPEIAIH

Tema 4.2. TUNBI CETEBBIX Coaep:xanue 2
XapaRTEPUCTUR 1. XapakTepUCTHKH IOTEPD MAKETOB. ..
Hapexuocrs JIOCTYITHOCTB U OTKA30yCTOHYHBOCTH
XapaKkTepUCTHUKH CETH MOCTABIINKA YCAYT
BueayanTopHas (CaMOCTOATEILHAS) YIeOHAS PadoTa NpH H3YyIeHHN paszaesia 4
TeMaTuka JOMAMHUAX 3AMAHUT
Cucremarnyeckast mpopadboTKa KOHCIICKTOB 3aHATHH, YICOHOH U CICUHANBHOM TEXHHICSCKOHW JUTSPATYPHI C LSO BBIMOJHECHHS 3aaHIHA PEIIOJABATENS. 1
[ToaroroBka K 1a00PaTOPHBIM M MPAKTHUSCKHM padoTaM C HCHOJIb30BAHACM METOMUCCKAX PEKOMECHAALMIA MPEMOJABATE s, NOATOTOBKA K MX 3aLINTE.
Paspen S. JIunun cBsizu 6
Tema 5.1. Knaccudukanusi, Coaep:xanune 2
XAPAKTEPUCTUKYU JIMHUH CBSI3H 1. [TepBuuHBIC CETH, TMHUU U KAHATBI CBI3U
Tuns1 kadeneii Ous3uyeckas cpeaa nepeJadu JAaHHBIX
Amnmaparypa nepesayun JaHHBIX
CrekTpanbHBIH aHATIN3 CUTHATIOB HA JIMHUAX CBA3H
3aryXaHue U BOJHOBOE COIPOTHUBIICHUC
IToMexoyCTOHYHBOCT M JOCTOBEPHOCTH
ITonoca mpomyckaHuA U POITYy CKHAS CIOCOOHOCTh
Burer u 60181
COOTHOIICHHUE TTOJIOCHI MMPOIYCKAHUSA B MPOIYCKHOH CIIOCOOHOCTH
OKpaHHPOBAaHHAA M HEIKPAHHPOBAHHAS BUTAs ITapa
KoakcuansHslit kabenb
BonokoHHO-ONTHYCCKHIT KaOeIb
Tema 5.2. IloHsTHSI, BHIBI IIpakTnuecKkne 3aHATHS 4
KOHHEKTOPOB 1. O06sxum BuToit mapel, Ctanmapter S68A, 5686
O06opyaoBaHIe, HHCTPYMCHTHI 11 MOHTAKA JIOKANBHOHN ceTH. TecTHpoBaHNe
MomnTax po3eTok RJ45 (0AMHOYHBIX, ABOMHBIX), IeMOHTAK RJ45 (0AMHOYHBIX, IBOMHBIX). TecTUpOBaHUE
BueayanTopHas (CaMOCTOATEIHLHAS) VieOHAs padoTa npu H3yIeHnn paszaeia 5
TeMaTHKA JOMANIHUAX 3AXAHUI
Cucremarmyeckast MpopaboTKAa KOHCIIEKTOB 3aHATHH, YICOHOH 1 CIICIMANBHOM TEXHUIESCKOHW JUTEPATYPHI C IS0 BBITOJHEHHS 3a1aHIH IIPEOJaBaTeNs. 1
IToaroroska K 1a00paTOPHBIM M MPAKTHUECKUM padOTaM C MCHOJIb30BAHHEM METOJHUCCKUX PEKOMECHAAIMH MPENOJABATENs, MOATOTOBKA K MX 3AIIHTE.
Pazjen 6. O0mmue npuHIMNIbI HOCTPOEHNsI ceTeii 28
Tema 6.1. Cereroe nporpammuoe | IlpakTiveckne 3aHaTHA 2

odecnevene

1.

CereBble cry OBl H CEPBHCHI
CereBas oncpanOHHAS CHCTCMA




| CereBbic mpuIoKCHHS

Tema 6.2. @usnueckast nepenada | Ipakrudeckue 3aHarus

JAHHBIX 10 JIMHUSAM CBSI3H 1. Koaguposanue

XapakTepucTHKH (PU3HUCCKHAX KAHATOB
[TpoOmeMBI CBA3H HECKOJIBKHX KOMIBIOTCPOB
Tomonorust pu3uHecKux CBsI3eH

Anpecanms y3/0B CeTH

KomMyTramms
Tema 6.3. IIpocreiimas cers u3 Coaep:xanne
JBYX KOMIILIOTEPOB 1. CoBMECTHOC HCTIONTB30BAHKC PeCcypcoB. CeTeBblc HHTCP(CHCH

CBs13p KOMIIBIOTEPA C TIEPU(EPUHHBIM YCTPOHCTBOM
OOMEH JaHHBIMH MEKIY ABYMS KOMITBEOTCPAMHU.
Jocryn k nepu(epuiHBIM YCTPOHCTBAM UEPE3 CETh

Tema 6.4. BecnpoBoanas Coaep:xanue
nepeaava JAaHHbIX

1. | [IpeumymmecTBa OCCIPOBOAHBIX KOMMYHHKAIIMH
becnpoBoaHas MuHUA CBA3H

Jmana3oHsl AIEKTPOMATHUTHOTO CHEKTPa
PacnipocTpaneHue 37€KTPOMArHUTHBIX BOJIH
JlunensupoBanue

JByXTOUCYHAA CBA3B

CB3b OAHOTO HCTOYHHKA M HECKOJIBKHX NPUEMHUKOB
CB3b HECKOJMBKHX HCTOYHHKOB H HECKOJIBKUX IIPHEMHHUKOB
Tumer CIIYTHUKOBBIX CHCTCM

IIpakrnuyeckue 3aHsITus

1. | TNommoucHue 6ecnpoBoaHOM ceTeBoi KapThl. [loaxmoucHue u HacTporika Wi-Fi poyTtepa

Tema 6.5. Cereroe ooopynopanne | Coxep:xkanue

1. | Konuenrparops! (hub), nosropurenu (repeater), kommytaropsl (switch), MmapmpytuzaTopst (router), mocts (bridge,
IUTEO3HI (gateway), MyJIbTHILICKCOPBI, MEeKCeTeBBIC 3kpaHsI (firewall, OparaMay3psr)

Ipakrnueckue 3aHsITus

1 | Co3manwe nokambHO# CETH C HCTIOTb30BAHHEM CETEBOTO 060py10BaHHsL. TT0KIIOUEHHE TI0 PA3THYHBIM TOTOIOTHIM

BueayanTopHas (CaMOCTOATE/IHLHAS) VieOHAs padoTa npu H3yveHnn pasaesia 6

TeMaTHKA JOMAIIHAX 3aaHII
Cucremarnyeckas MpopaboTKa KOHCIIEKTOB 3aHATHH, YISOHOH U CIICIMANBHOM TEXHUIESCKOW TUTEPATyPHI C IIEIBIO BBITOJHEHHS 3aaHIH IIPENOJaBaTEs.
INoaroroeka k 1a00PaTOPHBIM U MPAKTHUECKHM pabOTaM C HCHOIb30BAHUEM METOJHUCCKUX PEKOMEHAALMH IIPENOJaBaTE I, MOATOTOBKA K HX 3alINTE.
Hamnucanue pedeparos mo remam: « Tomonorus TOKaIbHBIX ceTei», «<Buasl mHTEpQEHcoB», « MOHTAXK JOKATBHON CETH», ANMAapaTHBIC PECYPCHI TOKAIbHBIX CETCID,
«AKTHBHOE ceTeBoe 0bopyaoBanue», «[laccuBHOE ceTeBOE 000PYIOBAHHUEY, «/IOTONHUTEILHOE CETEBOE 000pYI0BaHIEY, «[IporpaMMHOE odecIieueHue I JOCTyIa K
JIBC»

Pazaen 7. Bupryanuszanust JJORAILHBIX CeTeil

Tema 7.1. BupryaisHbie Coaep:xanne

JIOKAJIbHBIE CETH 1. HasnaueHue BUPTYaNIbHBIX CETEH
Co3aaHne BUPTYaIbHBIX ceTeH Ha 0a3e 0HOr0 KOMMYTaropa




Co3aaHne BUPTYAIbHBIX CETCH HA 0a3¢ HECKOIBKHX KOMMYTAaTOPOB

Koudurypuposanne VLAN
AJNbTEpHATHBHBIC MAPIIPYTHI B BUPTYATbHBIX JOKAIBHBIX CETSIX
Coaep:xanne
1. HasnauyeHue BUPTYaNTbHBIX ceTeH

Co3maHue BUPTYaIbHBIX CETCH HA 0a3¢ OJHOTO KOMMYTAaTopa
Co3maHue BUPTYaJIbHBIX CETCH HA 0a3¢ HECKOJIBKUX KOMMYTATOPOB
Koudurypuposanne VLAN

AJbTCpPHATHBHBIC MAPIIPYTHI B BUPTYATbHBIX JJOKAIBHBIX CETSIX

Tema 7.2. KourpoabHas padora | IIpakrmyeckue 3aHATHS

1. | BuprtyaabHbIC JJOKAJTbHBIE CETH

BuaeayauropHasi (CaMOCTOSITE/ILHAS) YaeOHAsI pa0oTa NpH H3y4YeHun pasaenia 7

TeMaTuka JOMAMHUAX 3AXAHUTT
CucreMaTHyeCKas MPopadoTKa KOHCIICKTOB 3aHATHI, YUCOHOHW U CIICHHATLHON TCXHIICCKON JTHTCPATYPHI C LCIBIO BHITOTHCHIA 3aJAHHN TPEIIOAABATCIIA.
IMoaroToBka K Ja00PATOPHBIM M MPAKTHYCCKHM PAdOTAM C HCIOJIb30BAHHCM MCTOAMYCCKIX PCKOMCHIAINMHA MPEIOAABATS/IA, MOATOTOBKA K MX 3AIIUTE.

Paznen 8. Axpecamns B crexe nporokosios TCP/IP

Tema 8.1. CTpykrypa cTeka Coaep:xanue
npororosioB TCP/IP
Tuns1 agpecos crexa TCP/IP 1. | Jloxamsree anpeca Cerenbie 1P-aapeca JIOMCHHBIC HMCHA

Tema8.2. ®opmar IP-agpeca Coaep:xanue

Hopsinox naznavuenus: IP-aapecon 1. | Kmaccer 1P-agpecos

Oco0sie 1P-ampeca,

Hcnom3osanue Macok mpu 1P-axpecarun
HasnaueHnue anpecoB aBTOHOMHOMH CETH
LECHTPATM30BAHHOE PACHPEICICHIE aAPECOB
Anpecaums u texaoyorus CIDR

Otobpaskenue 1P-anpecos Ha JTOKAIbHBIC axpeca
[TpoTokon pa3perueHus axpecos

ITpoTtoxoa Proxy-ARP

Tema 8.3. Cucrema DNS Coaep:xanne

1. | IIpoctpancreo DNS-umen

Hepapxmueckad opranu3anus ¢y 0s1 DNS
PazneneHue mpocTpaHCTBA HMEH MEKIY CEpBEpaMHU
PEKYPCUBHAS H HE PEKYPCHBHASI IMTPOLICAYPbI
Kopaessie cepBepsl

Hcnomp30BaHHE TPOHU3BOIBHOM PACCHUIKA
OO6paTHas 30Ha

Tema 8.4. IIporoko DHCP Conep:xanne

1. Pexxumer DHCP
AJTOPUTM AMHAMHYCCKOTO HAZHAYUCHUS aqPCCOB

Tema 8.5. Kourpoanpuas padora | [pakrmyeckne 3aHaThs

1. | Crpyxrypa crexa mpotoxonos TCP/IP




Tumer anpecos crexka TCP/IP"
®opwmar IP-agpeca

[Nopsanox vHazwauewus [P-agpecos”
Cucrema DNS

ITporoxon DHCP

BueayanTopHas (CaMOCTOATEILHAS) YUeOHAS PadoTa NP H3YYEHUHN paszaeia 8

TeMaTuKa JOMANMHUAX 3AMAHUT
CucreMaTmyeckas mpopadoTka KOHCIICKTOB 3aHATHI, YUCOHOHW U CICHUATLHON TEXHHICCKOH JTHTCPATYPHI C LCIBIO BHITOTHCHHIA 3aJAHHN MPCIIOTABATCIIA.
IMoaroToBka K 1a00PATOPHBIM U MPAKTHUCCKUM PadOTaM C HCIOIB30BAHHEM MCTOAMYCCKIX PCKOMCHIAINMHA MPEIOAABATE/IA, IOATOTOBKA K MX 3AIMATE.
Hamucanue pedepartoB o TeMaM: «IIpOTOKOITBI MEPSAATH JAHHBIX B JIOKATBHBIX CCTAX).

Paznen 9. IIpoToKoJ MEKCETEBOTO B3AUMOAEHiCTBHS

Tema 9.1. IP-nmaker. Coaep:xanne

Cxema IP-mapmpyrmsanmmn I. YupomeHHAS TaOIHIA MAPIIPY TH3ALMH

Tabnuup! MapIIPyTH3AIMHE KOHSYHBIX Y3/I0B

ITpocMoTp TAOIHI MAPIOPY TH3ALMUH O3 MACOK
[Tpumeps! TaOIUI MAPIIPYTH3AIMHA PA3HBIX (OpMATOB
HicTouHUKY ¥ THITHI 3aNIHCEH B TAOIULE MAPIIPYTH3AIMI
[Tpumep IP-mapmpyTuzanuu 6€3 Macok

Tema 9.2. Mapmpyrusanus ¢ IIpakruyeckue 3aHsITus

HCIOJIb30BAHIEM MACOK I. CTpyKTypHU3aLus CeTH MACKAMH OAMHAKOBOH JIIHHBI
IMpocMOTp TAbMMI MAPIIPY TH3ALHHE C YYETOM MACOK
Hcnonp3oBanue MaCOK MEPEMEHHOMN JTHHbI
IlepexpbITHE AAPECHBIX MPOCTPAHCTB

CIDR u MapmpyTH3anus
Tema 9.3. IIporokosa ICMP IIpakTnuecKkue 3aHATHS
I. YTunura traceroute
YTumura ping

2 IP-maxer.

Cxema IP-mapmpyTu3amu
MappyTusanms ¢ HCIOJIb30BAHHEM MACOK
ITpotoxon ICMP

BueayanTopHas (CaMOCTOATE/IHLHAS) VIeOHAS PadoTa PN H3YIEHIN pas3aeaa 9

TeMaTHKA JOMAIIHAX 3aAHII
CucremMarmyeckas MpopaboTKa KOHCIIEKTOB 3aHATHH, YISOHOH U CIICIMAIBHOM TEXHIIECKONW TUTEPATyPHI C IS0 BBITOJHEHIS 3a1aHHH IIPEOJaBaTes.
INoaroropka K 1a00paTOPHBIM M MPAKTHYECKUM padoTaM C HCIOIb30BAHUEM METOIMUECKUX PEKOMEHAALIMH PENOJABATE, NOATOTOBKA K HX 3alIHTE.

Pazneun 10. Ilporokoasi Tpancnopraoro yposusi TCP u UDP

Tema 10.1. IIpoToK0JIBI Coaep:xanne
Tpancnoprroro yposus TCP u I. | MyJapTHNICKCHPOBAHHUE U ASMYIBTHIUICKCHPOBAHKIE MPHIOKCHHI
UDP ITopter
Coxersl

IIporokoa UDP u UDP-aeltarpamMm
IMporoxon TCP u TCP-cerMeHTHI
Jlormueckue coequHCHUI — 0CHOBA HaaekHOCTH TCP




MeTtoap! KBUTHPOBAHUS
MeTtoa npoCTOd HCTOYHUKA
Konnenms ckoms3samero okaa

Ipakrnyeckue 3aHsITus

1 Ilepemaua ¢ Bo3BpameHneM Ha N IAKETOB
IMepemaua ¢ BHIOOPOYIHBIM TOBTOPCHHCM
Peanm3ammsa MeToaa CKOIb3SIIero okHa B mpotokose TCP 5
CerMeHTHI M TOTOK OalTOB
Cuctema Oy (pepos mpu IyTICKCHON mepeaatc
Haxonure 1bHBIH NPUHLIUTT KBUTHPOBAHUS
ITapamerps! yopasiacHusa notokoMm B TCP
2 KontpomsHag pabota 2
Paznen 11. Anayms ceTn 5
Tema 11.1. Ananmsarop IIpakTnyecKkue 3aHATHS
WireShark 1. | IIpotoxon 1P, Muxancyanus, [Tporokosr DHCP B WireShark, ITporoxon ARP, TIpotokos ICMP B WireShark,
[Tpotoxon ICMP, yruimra traceroute, [TopTsl Ha TpaHCTIOPTHOM YpoBHE, YcranoBka coeauHenus B TCP, [TpoTokon
DNS B WireShark, Tumsr 3anuceit DNS B WireShark, DNS: ureparusssiii u pekypcusHbii peskum, HTTP B TekcToBOM
pexume, SMTP B TexcroBoM pesknmve, POP3 B TexcroBoM pekume, IMAP B texkctoBoM pexkume, FTP B WireShark, 5
ITpoToxon IPv6
ITpoToxon
Pasnen 12. PasséprriBanue u ynpasjenue Windows Server 59
Tema 12.1. PasséproiBanne u Conepxanne
ynpasjienue Windows Server 1. | Cepsucs “On Premuses”. Tunsl 001a4HbIX cepBUCOB — 1aaS, PaaS, SaaS. ITyOmrunbie 1 yacTHBIC 001aKAa.
2012 Pemaxmm Windows Server 2012. 3amauu Server Core. Pou cepsepa u komnoHeHTSH (roles ard features).
Ympasnerue Windows Server 2012, Service Mamager u Admumstrative Tools. 2
Cucremusie ceppuchl. Yaanéuaoe ynpasiacHue (RSAT, WinRM, WS-Mamnagement, RDP, PowerShell).
2. | Ycranoka Windows Server 2012 — METOBI U THIIBI YCTAHOBKU. AIIApaTHBIC TPSOOBAHMUA.
Tunosere 3aaa4u mocne ycranoBkd Windows Server 2012 — HaCTpoIKa CETEBBIX MAPAMETPOB, MPUCOCIMHCHUE K JOMCHY
Active Directory (o0srunsiii u Offline Domain Join BapuanTsl), aktusanus cepsepa. Hactpoiika Server Core 3
Tema 12.2. OcHoBBI Aetive Coaep:xanne
Directory Domain Services 1. 00630p AD DS. Jlec, moMeHBI, CXeMa, OpraHH3aImoOHHbIe moapas3aeacHust (OU).
Kommnonrents Active Directory: korTposmtepst momeHa (DC), cepsep riaodampraoro karajiora (GC), perumkarust AD u 3
Sysvol, 06paboTka mpomecca BX01a JOMCHHOH YUETHOH 3aMHCHI0, MEeXaHU3M padboTsl SRV -3ammceit. FSMO-poym
(Operation Masters).
Ipakruyeckue 3aHsITus i3

1

| Pa3sBépThIBaHHE KOHTPOJIIEPA TOMEHA — OOBIMHOTO H B BapHaHTe Server Core. ANTPeiiT C MPeIbIIy X BEPCHIA,
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| Paszsépremanue ¢ Hocured (lostall From Media — IFM).

Tema 12.3. YnpasJjienne
oonexkTamm B AD DS

Coaep:xanue

1.

VYrpasieHue YUETHBIME 3aIIUCAMU MOJIb30BATENCH — CO31aHue, peIAKTUPOBAHUE aTPUOYTOB, YIPABICHHUE NPOQHIIIMHE.
[TabnoHBI yYETHBIX 3aMUCEH MOIb30BATEICH.
Tunsl rpynn U scope ACHCTBUA. YIPABICHUE IPyNnaMu. BCTPOECHHBIE M CIICIHAIBHBIC TPYITIIBL.

Hpakruyeckue 3aHsITus

1 YueTHbIC 3anHUCH KOMITBIOTEPOB. Ynpasiacaue goctymoM U SPN (Service Primcipal Name). Padora secure charmmel.
Jeneruposanne ympaeiacHus o0bekramMu Active Directory
Tema 12.4. Apromarmsanus 3agaq | Coaep:ranne
amvuancTpupoanns AD DS npn 1. | Mcnoms3oBanme CLI a1 anmurnctpuposanus. Komauas: cemeiicta DS (dsadd, dsmod, dsrm u npoune), csvde u 1difde

oMo PowerShell 3.0

Ipakruyeckue 3aHsITus

1. | Ucnonezosarne Wmdows PowerShell ayist ynpasneHus moab30BaTeISIMH, TPYIIIAMHE, YIETHBIME 3AITHCIMHU
koMmbrOTepoB U OU.
BrinonHeHHe oneparuii Hag rpymmaMu 00sekToB (bulk operations)
Tema 12.5. Padora c IPv4 Coaep:xanne
L.

O030p ctexa TCP/IP. IIporoxous cemeiictea TCP/IP. CokeTsl.

Ynpasneunue aapecauueii 1Pv4. Uactnas aapecanus. Knaccosas u 6eckiaccoBast aapecarys.

Macka ceru. Pa3nencHue K1accoBbIX ceTeit Ha moaceTu (submetting) u 00beauHeHIE PeYUKCOB (Supernetting). Ampec
MOJICETH.

IIpakTuyeckue 3aHsITHs

| Hacrpoiixa IPv4. Pyuroe  aBTOMATHUECKOE HA3HAYCHHE ampecoB. Network MOTitor # yTHIMTBI KOMAHTHOMN CTPOKH

Tema 12.6. Poois DHCP B
Windows Server 2012

Coaep:xkanue

1.

IMpeumymectpa ucnomb3osanust DHCP. Mexanusm pa6otst DHCP. Mexanusm oOHOBICHHA apeHab! aapeca. Kak
pa6otaer DHCP Relay Agent. Uro Takoe DHCP Server Authorizatiomn.
ITymst DHCP. Pesepsuposanue DHCP-anpecos. Omuun DHCP.

IIpakrnyeckue 3aHsITus

1 Yupasnerue b1 DHCP. Pe3epsHoe xomupoBanue U PyHKIHA reconcile.
BezonacHocts u MmorHTOpHHT DHCP. 3amuTa 0T NOIyYCHHA aapeca HeaBTOPU30BAHHBIM IS 3TOTO YCTPOHCTBOM.
3ammura ot Rogue DHCP Servers.
Tema 12.7. Poans DNS 8 Windows | Coaep:xanne
Server 2012 1. | Mexanusm padotel DNS. 30us1 DNS 1 Tums! 3anuceit. Mexanu3m paboThl pEKYPCHBHBIX H HTEPATHBHBIX 3aIIPOCOB.

Padora LLMNR

Hpakrunyeckue 3aHsITus

L.
YcranoBKa u ynpasicHHE cepepoM DNS.
Hacrpoiixa root hints, ENDSO, ¢opsapausra 3ampocos, kamuposaaust DNS
Tunst 30 DNS. Mexanusm quHamMudeckux oOHoBneHui. MHTeTpanms ¢ Active Directory. DNSSEC.
Tema 12.8. XpaneHune JaHHBIX Conep:xanne
1. Tuns! quckos 1 uaTepdericos. DAS, NAS, SAN, tunst RAID

Tumer partition table — MBR u GPT. Basic u Dynamic — qucku. @aiinossle cucremsl FAT, NTFS u ReFS. Mount Pomts
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| m Symbolic links (directory junctoms).

Ipakrunyeckue 3aHsITus

1 JIMHAMIYCCKOC PACTIIHPCHUC W YMCHBIICHHUE pa3aeioB NTES. 2
Oynkumonan Storage Spaces. YpapiacHHE BUPTYIbHBIMA JHCKAMH.
Tema 12.9. Cepeucel nocryna k| Coaep:ranne
daiiiam i evaTn 1. | IIpasa NTFS u DACL/SACL. O6mue nanku. Hacaeaosarue npas B NTFS. Mexanmsm Access-based Emimeratiomn. 5
Mexanmsm Offline Files.
Kak padoraror Shadow Copies. Cepsuc VSS
Ipakrnyeckue 3aHsITus
1 IMeuars mo cern. Emhanced Point and Print. BesomacHocTs cereroit nmeuatn. Mexanusm Bramnch Office Direct Primting. 2
LleHTpaTH30BAHHOC YIPABICHHC MPUHTCPAMH.
Tema 12.10. I'pymmosast Conep:xanne
nosiuTka B Windows Server 2012 1. | U3 uero cocrout Group Policy (GPT/GPO/GPC). JlokambHbIe TPYNIIOBbIC TOTATHKH. XPAHCHAC IPYIIOBBIX MOJIUTHK B
momene. JomomaurepHbIi Mexanu3M — Group Policy Preferences. Uro takoe Starter GPSs. JlenerupoBaHuc
YHOPABJICHUS IPYNIOBBIMH MOJUTHKAMHU. 3
2 | Pabora rpynmoesix nomuruk. GPO Links u MexaHu3M NpuMEHEHH IOJHTHK K Ioub3oBatesiM/y3aaMm. GPO Security
Filterimg.
Pabora Group Policy Central Store. Xpaneunue madmoHoB (administrative templates).
Tema 12.11. Odecneuenne Ipakru4eckne 3aHsTHSI
oesonacaoctn Windows Server ¢ 1.
nenom3onamem Group Polic 3I.HeJ'IOI-£I/IpOBaHHa}I 3ammra (Deufense-[n-Depth)
Hacrpoiika npas mom3oBatencii, UAC, ayaura, mexanu3ma Restricted Groups u mada0HOB O€30TMAaCHOCTH B TOMEHE 2
Mexanusmer SRP (Software Restriclion Policies) u AppLocker
Hacrpoiixa Windows Firewall
JuddepennnpoBaHHbiii 3a1er 2
HUTOro 180
Yuednas npakTKAa 72

Buae1 padot

Bomosnenne padoT 1o MOHTKY JIOKAJIBLHBIX KOMIIBLIOTEPHBIX ceTeil

1.

S R A Il

9.

10.
11.
12.

CocrapneHue TEXHHYCCKOM TOKYMEHTAIMH HA BHINOJHEHUE MOHTAXHBIX PaboT 1o BBOAY B 3kcIutyaTanuio JIKC.
MOHTaX HECY X KOMIIOHEHTOB I KaOe s
MoHnTax roppoTpyOsl

MoHTaxk kadeIbp-KaHama a0 55 MM

Momntak kadenp-kanana 0ojee 55 MM

ITpoxnanka xabems

Vknagka kadeas B KadeIb-KaHax

Iporswxka xabemst B roppoTpyde

MoHnTax Ka0eIsl 0 BO3AYXY C KPEINICHHEM HA OTIOPBI
IMpoxnanka kabemst HaA MOABECHBIM MOTOIKOM
[TpoTsprka Kabems o cTeHE

Paznmenxa xabens




13. VYcraHoBKa U MOAKIIOYCHUE BHEIMHUX CETEBON PO3ETKH
14. VYcraHoBKa ¥ MOJKIIIOYCHUE BHY TPDEHHEH CETEBOU PO3ETKH
15. OOxuM KOHHCKTOPA
16. CrpouTebHO-MOHTAKHBIC PaOOTHI mpu MOHTaXKe JIKC
17. CeepneHue CTEH M3 JETKUX MAaTEPHAIOB A0 300 MM.
18. MonTax OSCTPOBOTHOH CCTH
19. KoHTposHAS MPOBEPOUHASA paboTa M0 MOHTAXKY KAOCTHHOM CCTH H 000PY IOBAHHSA JTOKATBHBIX CCTCH PA3THIHON TOTIOJIOTHH
PaGoThI 10 MOIKJIIOUEHII0 000PYAOBAHNS K JIOKATBLHOI CeTH
1. COopxa u 3amyck B paboTy padbovHX CTAHIIHH
2. Hactpoiika onepauioHHON CHCTEMBI O OIb30BATENA
3. Co3manme pabOUmX IPYI W HACTPOHKA AOCTYNA K OOLIMM pECypcaM CETH
4. TlogxmoveHue ceresoro odopyrosanus u mpuaTepa K JIKC
5. TloakmoueHHe cepBeEpa
Bomosanenne padoT 1Mo IKCIIYyaTanuy 1 00CIY’KHBAHHIO CETEBOT0 000PY/I0BAHNS
1. BHIMOTHCHHC Pa3THYHBIX PCTIAMCHTHBIX PaboT. (BHCITHHHA OCMOTP 3JICMCHTOB CCTH, MMPOBEPKA HAACKHOCTH KPCILICHHUS H YCTAHOBOK)
2. DBpimomHEHUE PA3IMYHBIX PETIAMECHTHBIX PadoT (YAAJICHUE MBLTH M 3aTPSI3HCHUH, MPOBEPKA TEPMETHYHOCTH COCANHCHUH, YACTKA PA3bEMOB, BH3YaIbHASA
MPOBEPKA MEXAHUUECKUX MOBPSIKACHHUN B CIEA0B KOPPO3HH. )
3. DBrmoaHCHHC Pa3IHYHBIX PETIAMCHTHBIX padoT (UHCTKA MBIICCOCOM BHYTPCHHHX 00BCMOB aNmaparypsl, TCCTHPOBAHAC 3JICMCHTOB CCTH, PCTYIHPOBKA
TIAPAMETPOB HACTPOEK CETEBOTO 000PYI0BAHHU)
4. Hacrpoiixa o0opynosanusa adouerra (I1K, poyrep).
PaGore1 mo HacTpoiiKke CHCTEMBI PErHCTPANNH U ABTOPH3AINH MOJIL30BaTeNell ceTn
1. Co3pmanme 0a3sl JaHHBIX MOJIL30BATEIICH CETH
HacTpolika CHCTEMBI PETHCTPALIMH MOJb30BaTEICH
AHamm3 cetd
Awnanm3 nporokona DHCP B WireShark
Amnams nporoxoma ARP
Anamm3 nporokona ICMP B WireShark
Amnanms nporokona ICMP, yrummra traceroute
AHanw3 opTOB HAa TPAHCTIOPTHOM YPOBHE
Ycranoska coeaunenust B TCP
. Aramms nporoxoma DNS B WireShark
. Ananm3 Tunos 3ammceit DNS B WireShark
. Ananms porokosa HTTP B TeKCTOBOM pexuMe
. AHanm3 iporokosa SMTP B TEKCTOBOM pe:KuUME
. AHanm3 iporokosa POP3 B TekCTOBOM peskume
. AHanm3 porokosa IMAP B TEKCTOBOM pexuMe
. Anamms npororosa FTP B WireShark
. YcranoBka u HacTpoiika Windows Server
. Ycranoska Windows Server 2012.
. Hactpoitka Windows Server 2012,
. Ympasacuaue o0bekTaMu CIIy>k0bI Active Directory.
. ABTOMATH3HIIHA 3a70a4 0 AIMUHHCTPHPOBAHHUIO CITyKOBI Active Directory.
. Bueapenne IPv4.
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23.
24.
25.
26.
27.
28.

Peamm3anms Dynamic Host Configuration Protocol (DHCP).

Peamm3anms Domain Name System (DNS).

Peanuzanus [Pv6.

Peammzauus 10KanbHOE XPAHUIHIIE JAHHBIX.

YrpasieHAe 00IMEM JOCTYHOM K IANKAM H IPHHTSPAM.

Hcnonpzosanne rpynmnosoi momutuku (GPOs) mrs 6ezonacroctr Windows Servers.

IIpon3BOACTBCHHAA IPAKTHKA

Bunge1 pador

bl e

BermosHeHNE PaboT MO MOHTAXKY JOKAIBHBIX KOMITBIOTEPHBIX CETCH

PaboTh1 IO TIOAKTFOMCHIIO 000PYI0BAHUS K JIOKATLHOH CCTH

BrmoareHHE padoT MO SKCILTyaTaIH H 00CTYKHUBAHHIO CCTEBOTO 000PYA0BAHAS
PaboThI MO HACTPOUKE CUCTEMBI PETUCTPALIMH U ABTOPU3AIMH MOIb30BATEICH CCTH
AHamm3 cetH

108

JIK3amMeH KBTI (PUKATINOHHBIT

Bcero

366
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3. YCJIOBUA PEAJIM3ALIMU TPOT'PAMMBI TIPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuajibHO-TeXHHYECKOe o0ecrneyeHHe

Peammzauuss mporpammbel  POECCHOHATBHOTO MOAyJsl Tpedyer Hamuums JjadopaTopuii
«IKCruyaTali O0OBEKTOB CETeBOH HHQPACTPYKTYPBI», a TaKKe MacTepckoirl «MoHTaxka U
HACTPOHKU OOBEKTOB CETEBOM HHPPACTPYKTYPHDY.

JlaGoparopun

DKCIUTyaTalun Pabouee MecTo mpenosaBaTest: KOMIUICKT MEOCIIH U IEPCOHANBHBII KOMITBIOTED C
00BEKTOB CETCBOH JMICH3HOHHBIM MPOTPAMMHBIM 00eCIICICHHUEM, 000PYA0BAHUE I TOJKIFOUCHIS K CETH
HHPPACTPYKTYPHI «HIHTEpHETY.

Jocka mapkepHas. [Tpoekrop. DKkpaH 111 AEMOHCTPALUH BUICOMATEPHAIOB.
KommyTarop. ITpunrep. Komonku. THIOBOM COCTAB AT MOHTAXKA M HAAJKH
KOMITBEOTEPHOH CETH: KabeIH PAa3IMIHOTO THITA, O0KUMHOW HHCTPYMEHT, KOHHEKTOPBI,
TecTep Al Kabelsl, YHUBEPCATbHBIH KPOCC-HOXK, KPOCC-TIAHEb.

MonaynpHas CTOHKA, BCTPOCHHAA B METAJTHYCCKUAN AaHTHBAHJATBHBINA HECTOPAECMBIH
mKkaQ; maTI-MaHEH.

KommiekT MeOemm a1 OpraHu3alin PA00UHX MECT OOYUIAFOIMUXCS H MICPCOHATBHBIC
KOMIBIOTEPHI -14 miT.

[TIxadsr 111 XpaHSHUST HHCTPYMEHTOB, TIOCOOHIA.

DIEKTPOHHBIN KOMILIEKT YYeOHO-METOIMICCKOM JOKYMECHTAIIHH.

Harmsaueie mocobwust.

Bemanka. KopsuHa 11 Mmycopa. ANTeUka MepBOH MCIUIIMHCKOH MOMOTIIH.

OreeTymurens.
Macrepckue
Macrepckas Pabouee mMecTo mpemosaBaTest: KOMIUICKT MEOCIIH U IEPCOHANBHBII KOMITBIOTED C
MOHTaXA U JMICH3HOHHBIM MPOTPAMMHBIM 00eCIICICHHUEM, 000PYA0BAHUE I TOJKIFOUCHIS K CETH
HACTPOUKH «HIHTEpHETY.
00BCKTOB CCTCBOI Jocka mapkepHas. [IpoekTop. IkpaH L1 ACMOHCTPANH BHICOMATCPHATOB.
HHPPACTPYKTYPHI KommyTarop. ITpunrep. Komonku. THIOBOM COCTAB AT MOHTAXKA M HAAJKH

KOMITBEOTEPHOM CETH: Kabey Pa3IMIHOTO THIIA, O0KIMHON HHCTPYMEHT, KOHHCKTOPBI,
TecTep Al Kabelsl, YHUBEPCATbHBIH KPOCC-HOXK, KPOCC-TIAHEb.

MoayabHast CTOMKA, BCTPOCHHAS B METAJUIMUCCKUN AHTHBAHAAIbHBIA HECTOPACMBbIi
mKa(; maTI-MaHEH.

KommiekT MeOem a1 OpraHu3aie PadoyIiX MECT 00YUAFOIIUXCS U MICPCOHATBHBIC
KOMIBIOTEPHI -14 miT.

[TIxadsr 111 XpaHSHUST HHCTPYMEHTOB, TIOCOOHIA.

DIEKTPOHHBIN KOMILIEKT YYeOHO-METOIMICCKOM JOKYMECHTAIIHH.

Harmsaueie mocobwust.

Bemanka. Kop3una 11 Mycopa. Anreuka nepoii MeIUIMHCKOH MOMOTITH.
OreeTymurens.

3.2. CneunuajibHble YCJIOBHS pPeajn3alui NPOrpaMMbl NPAKTHKH

Obyuarommecss ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBBbSl O0€CHEueHbl NEYaTHBIMH U
3JIEKTPOHHBIMU 00pa30BaTENbHBIMU pecypcaMu (IpOrpammsbl, Y4eOHHKH, yueOHbIE MOCOOUs,
MaTepHalbl AJIsl CAMOCTOSTENIbHOM padoThl U T.4.) B popMax, afanTUPOBAHHBIX K OTPaHUYECHUSIM
UX 37J0POBbsI U BOCIIPUSATHS HHPOPMALIHH:

O MUY C HAPYUWEHUSAMU 3PEHUS:

- B IeYaTHOH (popMe YBETMUEHHBIM IPUPTOM,

- B (hOpMe 3IEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

- B edaTHoOH Gopme Ha si3bike bpaiins;

OIAL MUY C HAPYUEHUSAMU CYXA:

- B Me4aTHOU (opme;

- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

OIAL MUY C HAPYULEHUAMU ONOPHO-0BUSAMETIbLHO20 ANNAPAMAL:

- B Me4aTHOU (opme;

- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

18




OlsL MY € HEPBHO-NCUXUYECKUMY HAapyuwienusmu (PacCTPOHCTBA AyTUCTHYECKOTO CIEKTpa,
HAPYLICHUsT  TICUXMYECKOrO  Pa3BUTHs)  UCHOJB3YeTCS  TEKCT C  WIIFOCTPALMsAMH,
MYJIbTUMEIUNHbBIE MaTepUAIIbI.

3.3. HudopmanuonHoe odecneyeHne 00y deHust

Ilepeuenn wucnosb3yemMbIX Yy4eOHbIX H3AaHUI, WHTepHeT-pecypcoB, AOMOJHHUTEIbHOMN
JUTEPATYpPbI
3.3.1. OcHoBHBIE 3JIEKTPOHHbIE U3AAHUSA

1.Opranuszanus cereBoro anMuHUCTpupoBanus: yueOHuk / A M. bapanunkos, I1.A. bapanunkos,
AXO. I'pomos, O.A. JlomreBa. — Mocksa: KYPC: UH®PA-M, 2024. — 384 c. - ISBN 978-5-
906818-34-8. - Tekcrt: anekrponnsiii. - URL: https://znanium.ru/catalog/product/2096066 (nata
obpamenusi: 01.03.2024). — Peskum goCTyma: 1Mo MmOAIHCKE.

3.3.2. /lonotHUTENbLHBIE HCTOYHUKH

1. JlutBunuckas, O. C., AAMUHUCTpUPOBaHNE WHPOPMAIMOHHBIX PECYPCOB. yueObHoe mocodue /
O. C. JlutBuHckas, JI. A. Bacun. — Mocksa: KnoPyc, 2024. — 227 c¢. — ISBN 978-5-406-
12343-0. — URL: https://book.ru/book/951856 (mata obpamenus: 13.03.2024). — Tekcr:
3JIEKTPOHHBIM.

2. dubpoB, M. B. Ceru u tenekommyHukaumu. Mapmpytuzauus B IP-ceTsix: yueOHHMK H
NPaKTUKYM AJIsi cpenHero npodeccuoHanpHOro obpasosanus / M. B. Jlubpos. — 2-e u3n.,
nepepad. u gon. — Mocksa : M3nmatensctio FOpaiit, 2024, — 423 ¢. — (IlpodeccuonanapHoe
obpaszoBanue). — ISBN 978-5-534-16551-27. — Tekct: snextponHslii // ObOpa3oBarenbHas
mwiargpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/544930 (mara oOparneHws:
13.03.2024).

[IpodeccnonanbHelii MOAyJb OcCBamBaercs Ha 3-4 cemectpax. Ha 1mmectom cemecrtpe
3aBCpHIACTCA KOMILJICKCHBIM KBaJII/I(l)I/IKaHI/IOHHbIM IK3aMEHOM.

3.4. Kaanposoe o0ecneueHue 00pa3oBaTe/IbHOTO MPoLecca

TpeboBanust k KBATU(UKALINH MENATOTMYECKUX (MHKEHEPHO-TIENarorndeckKix) Kaapos,
obecrieynBarOIUX 00yUeHHE MO0 MEXKIUCIUILIMHAPHOMY Kypcy (Kypcam):

- Mefarormyeckre Kaapbl, HMEKLue CcpeaHee NpodeccCHOHaIbHOE WM BBICIIEE
npodecCuoHabHOEe 00pa3oBaHUE, COOTBETCTBYIOMIEE MPOQIIIIO MPEnoaaBaeMON TUCIUTIIHHbI
(MomyJs).

TpeboBanmst K KBaIU(UKALMK TENATOTHYECKUX KaJpOB, OCYLIECTBISIIOIINX PYKOBOACTBO
MPAKTUKOM:

- WHXXEHEepPHO-MEeNAarorndeckue Kaapbl, UMEInne MpopecCHOHANBHYK KBaTU(pUKauui 4-5
paspsina. OmbIT AEATENPHOCTH B OPTaHU3ALUSX COOTBETCTBYIOIIEH MPO(ECCHOHANBHON Chephl
SABJISIETCA  O0SI3aTENIbHBIM ISl TIPEMOJaBaTeNiel, OTBEHAIOIINX 32 OCBOCHHE OOYYaOLINMCS
npodeCCHOHATIBPHOrO LKA, 3TH NPENojaBaTe M MacTepa MPOU3BOACTBEHHOro OOyueHUs
TOJDKHBI MTPOXOANUTE CTAXKMPOBKY B PO IIIBHBIX OpraHn3alusax He pexke | pasza B 3 rona.

4. KOHTPOJIb 1 OIIEHKA PE3YJIbBTATOB OCBOEHUA
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MPODPECCHOHAJBHOI'O MOAYJIA

Pesyabrarsl
(ocBoennbBIe MPOdecCHoHATLHBIC H 001IIe
KOMIICTCHITHN)

OCHOBHBIE TIORA3ATE/IN OLIEHKH Pe3yJIbTara

IIK.P.4.] Beinonnenue pabom no eblsieieHuio u
YCMPpaHeHuo MUnuYHeIX UHYUOCHINO8
UHPOPMAYUOHHO-KOMMYHUKAYUOHHBIX CUCIMEM

e (COCTaBICHHC TEXHHUYCCKOM JOKYMCHTAIMH HA
BBIMOTHCHHUE MOHTAXKHBIX PA0OT MO BBOJY B YKCILIYaTALHIO
JIKC.

L] BI)IHOJ'IHGHI/IG MOHTA>Ka HeCyH.[I/IX KOMIIOHCHTOB Ka6en51
o [Ipokmamka kabems

e Pasnmenxa xabems

¢ BrmoTHCHAC CTPOUTEIHHO-MOHTAKHEIX PA0OT TPH
moutaxke JIKC

e BBLINMOIHCHHUC MOHTAXKA JTOKAJIBHOM CCTH JTHOO0H
CIOKHOCTH

[IK.P.4.2 Bemonnenue pabom no ynpagieHuio
CMAHOAPMHBIMU USMEHEHUIMY 8 TNEXHUYECKUX
U MPOCPAMMHBIX CPEOCMBAX UHPOPMAYUOHHO-
KOMMYHUKQYUOHHBIX CUCIEM NO UHCIMPYKYUU

e Hacrpoiixa onepanmOHHON CHCTEMBI

o Cozmanne pabovHX TPy H HACTPOHKA JOCTYIA K
0o0ImmM pecypcam CeTH

e [loaxmoveHHE H HACTPOWKA CETEBOTO 0OOPYIOBAHUS U
TPHHTEPA

o [logkmoucHHE U HACTPOIKaA CEpBEpa

OK 01. Bvibupame cnocobul'peutenus 300a4
npogheccuoOHANbHOI OesmenbHOCHIU
NPUMEHUMENLHO K DA3TUYHBIM KOHMEKCHAaM

[Noxdop BApHAHTOB PEIICHUS KOHKPETHOH
mpo(hCCCHOHATBHOM 3a0a9H HITH TPOOICMBI

OK 02. Henonvzoeame cogpemetiHvle cpedcmea
NOUCKA, AHAMU3A U UHmMepnpemayuu
uHpopmayuy, U UHPOPMAYUOHHBIE MEXHONO2UY
0714 8bINOTHEHUA 30aY NPOPecCUOHATbHOL
OesamenbHoCmu

JleMOHCTpaIyst HABBIKOB HCTIOIb30BAHAS HH(POPMAIIHOHHBIX
MOPTaJoB B ceTd MHTEpHET, BKIFOUAs O(UIHAIBHBIC
HH()OPMALHO HHO-TTPABOBbIC MOPTAIBI

OK 03. [Inanupogams u ' peanu308bi8ams
cobcmeenHoe npogheccuoHanbHoe U
JUYHOCIMHOE pa3eumue,
NpeonpUHUMAMENbCKVIO 0esmeslbHOCHb 8
npogeccuoHabHOl chepe, UCNONLI0BAIMb
3HAHUA MO NPABo8oti U PUHAHCOBOT
2paMOmMHOCIY @ PAZTIUYHBIX HCUSHEHHbIX
cumyayusx

JleMOHCTpanusa HHTEPECA K BRIOPAHHOH CHCIHATBHOCTH, K
HHHOBAMOHHBIM TCXHOJIOTHAM B 00JIACTH
mpo(heCCHOHATIBHOH ACATCITFHOCTH

OK 04. DSgpgpexmusno g3aumodeiicmeogams u
'pabomams @ KOANEKMUse U KOMaHOe

JeMOHCTPHPOBATHh HABBIKH MEKITIIHOCTHOTO OOIICHHSA C
COOI0IeHUEM OOIICIPHUHATHIX ITPABIII CO CBEPCTHUKAMH B
00pa30BaTeIBbHOI TPYIIIC, C MPEHOJABATCIIME BO BPCMS
00yUCHU, C PYKOBOIHUTCIIIMH MPOU3BOICTBCHHON
NPAKTHKH

OK 05. Ocywgecmenams YCMHYIO U HUCbMEHHVIO
KOMMYHUKAYUIO HA 20CYOAPCMBEHHOM S3bIKe
Poccuiicxoti @edepayuu ¢ yuemom
0cobeHHOCmET COYUATTBHO20 U KVTILINYPHO2O0
KOoHmexema

JleMOHCTpanusa HABBIKOB IPAMOTHOH YCTHOH M MUCBMEHHON
peyn

OK 06. [Ipossnamb epaxcoancko-
NampuomuyecKyio no3uyuio,
OeMOHCIMPUPOBANTL OCOSHAHHOE NoGedeHUe Ha
OCHOBE MPAOUYUOHHBIX POCCUTICKUX OVXOBHO-
HPABCHBEHHBIX YyeHHOCMEl, 8 MOM Yuce ¢
VUEMOM 2apMOHUSAYUY MEHCHAYUOHATLHBIX U
MeNCPENUSUOSHBIX OMHOULEHUT, NPUMEHAND
CMAHOAPM bl AHMUKOPPYNYUOHHO20 N0Ge0eHUs

OOpMHUPOBAHUE UYBCTBA MATPHOTH3MA, IPAYKTAHCTBECHHOCTH,
VB)KCHHS K MAMSATH 3aIUTHHKOB OTEUeCcTBa M MOABHTAM
I'epoes OtevecTBa, 3aKOHY U IPABOIOPAIKY, YETOBEKY
TPyJa H CTapHIeMy IOKOJICHHIO,

B3aHMHOTO YBaXKCHIH, OCPEKHOTO OTHOIICHUS K
KyJAbTYPHOMY HACJCIHIO U TPAJTHIHAM
MHOTOHAIIMOHATBHOTO HapoAa Poccuiickoit Geaepanum;
HETEPIHMOCTH K KOPPYIIUHOHHBIM ITPOSBICHUAM

OK 07. Cooeiicmgosambv coXpaHeHuo
OKpYHCaroweti cpedvl, pecypcocbepedceiio,
NPUMEHAMb 3HAHUA 00 USMEHEHUU KIUMAma,
NPUHYUNBL 6EPeNCIUBO20 NPOU3BOOCTEA,
aghghexmugHo Oeticmeosams 8 Upe38bIYaliHbIX
cumyayuax

DopMUPOBAHUC OCPEIKHOTO OTHOIICHHUS K MPHPOAC H
OKPY KaIOLIEH cpeae
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OK 08. Henonvzoeams cpeocmaa usuyecxoti
KVIbmypol 05l COXPAHEHUA U YKpeneHus
300p08ss 8 npoyecce NPogheccUOHAILHOL
OessmeNbHOCHIU 1t NOOOEPIICaHUS HeOBX0OUMO20
VPOGHS (hu3u1ecKoll NOO20MOBNIEHHOCHIU

®opMHEpOBaHHE OEPEKHOTO OTHOIUCHHUS K 3A0POBBIO

OK 09. Ilonv308ambca npogeccuoHanbHot
OOKyMeHmayueti Ha 20CYOapCHGeHHOM U
UHOCPAHHOM A3bIKAX

JleMOHCTpanus YMCHHA COCTABIIATh TCKCTHI JOKYMCHTOB,
OTHOCSIIUXCSA K MPO(EeCCHOHATFHON ICATCIFHOCTH, HA
TOCYJAPCTBCHHOM H HHOCTPAHHOM S3BIKAX
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